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[Hardware] 24765 I S5 W BERY e b o

e Automotive VAT AEBRIZIRDET, TATLELORERT AT LHEET

[Integration] SPICE® 4.0 L7t A

TAT A ISO 21434 H L~V TR EET 2o R—3x v b EiTa R R—x 2 b

[Item] —ifH

pn B RAIE ISO/IEC/IEEE | 7 A 7 A F 721X B S WS S 7o B BRI A L T D & v )+

[Quality assurance] |24765 I REM A B 2 5 12 DI LB AR F I D SR R ) 72 _C OFTE)

DN —
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FlfFT A b Automotive EENBERLAWEEZF|XR IR L, BIOVATAER

[Regression testing] | SPICE® 4.0 X7 AT AMERE L TEDOHRESNTZERICEA L TWDHZ &%
MEET D720, VAT AERIET AT LE2BRNICET A M5
ze

g Automotive VAT L, VAT LT AT A, B EE— e AR E,

[Requirement] SPICE® 4.0 UEHIRG . AEREE . IR ERICHR I N CTELE S L7012,
FERFE ITRA L o et 7213880

SRR R Automotive VAT LFERET AT AICKTHERERTE L CE, —RIZ

[Requirements SPICE® 4.0 (T, HERESESR, MPEREEIR, A v ¥ 7 = —RER, Fﬂ.ﬁrgjz BIW

specification] B IERE NS E N5,

V7 NUxT ISO/IEC/IEEE avba—27ul 5, FE, NN BEICL-oTR) =

[Software] 24765 Ea—4 VAT AOEMISMHEET 2 BEEOXEHEL LT =4

VANV EY Automotive BHBIOWEEZERA L2 ERICBITAY 7 Ny o7 arR—

aR—F%2 kb SPICE® 4.0 V2

[Software VIR =TT =% T F ¥ TlE, artv 7 NEFAICBITART

component] MDY T Ry 2T arR—Fy MIRHET, Y7 MY =7 b
RHEBL LT Y T T aryiR—xxy MIpET 5,
RAEA B L7 e R8BI Y 7 b 2T ayR—x b
BRREERI G0 SW 2 R —3 > FOFEEF, fliEYy—2Aa— R,
T2 N T7AN, TATZ7 V7740, FEITARETZ 7 A4, £
TFIXETTFRRET L E LTEBRINS,

ANy e Automotive V7R 2T aryRrR—x b ERITY 7 =27 2=y FEZRO

LAYk SPICE® 4.0 o

[Software element]

A WEYS Automotive BRHBIOEEZER L2702 RACB TS 7 by 2T 22y

2= h SPICE® 4.0 1N

[Software Unit] VTR 2T arR—% NOBEOFER, V7 b= TIEY 7k
VT T LAY NERBLEY 7 M7=y MIHEIESR S,
V7 =T =y NI, ZRELEMGE LN ERWRESI N
HLOTHY, a7 hETAMIZEBWNWT, Y7 b7 arR—x
VRO TN LV DERS T D,
B EH L7 RCBTFLY 7 by =T 2=y ko
AR O EEE SW 2=y NI, fIZIEY—Ra— K77 A4 /1%
A7y F 74 E LTRESND,

EEOMEHT Automotive TAT LD, #E, NAEERITILECESNT, 74T %5

[Static analysis] SPICE® 4.0 fids 7t

AT A Automotive FFEDBRBENIZEB W T, RFEOHBIEE I-ITEBREDEA ZFHT H72DIC

[System] SPICE® 4.0 W SNEHBEEROH ST A T LOHES

F 2k Automotive BEDEETTCTATLE (VATFAL, "— R xT7E1IY 7 Y

[Test] SPICE® 4.0 =7) EFEITSIEHIEHE, ToOMEFEEIN, EHINh, BES
ns,

BTV A ISO/SAE 21434 | T U A& KB 5720 D 1 DU EOEED T A S—tF 2 )

[Threat scenario] T 4 B DORE OBEE K
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[White-box testing]

FL—H% Y5+ |ISO/NEC/IEEE | ot 2D 2 L EOEMN. o, HWORTHREMSR T 721X

[Traceability] 24765 ERERIR 2 B ol R CHENL S 5 BIR ORLE

=y h Automotive TRUESETCERNY T 2T ayR—xk O

[Unit] SPICE® 4.0 BN A E =2 S SN

T=v T A b Automotive BrDY7 vy =2Ta=y b, FHF—BHOEESNTEY 7 P

[Unit test] SPICE® 4.0 Fa=y hOF Ak

2 PR ISO/IEC/IEEE | X4 MR b 13, oo — P —NEED X 27 D= DIV B %1

[Validation] 29119 TEHILEHEIAMT 5L THA,

TR ISO/NEC/IEEE | Rk & 13, BBIMRFHLA TR 2 2 L 210 U C, BUE Shimghk

[Verification] 29119 WETE OIS HOF THEKEN TS Z L 2ERTH 2L TH
éo

M1 ISO/SAE 21434 | stk o —i & L AT 55574

[Vulnerability]

55 7 ISO/SAE 21434 |8 % L < 2 WME D EEWC SO/ 0N B KRG E 7- 1 3

[Weakness]

ARUA RARwv 7 A |Automotive TARKRT AT LONEEER XL O A DRI E SN TT A

7 A SPICE® 4.0 FEBIFET D0 0T A R Fik

#C.2— IFi#
AS Automotive SPICE
F—=RNE—T 4 T AL R
ACSMS Automotive Cybersecurity Management System
HEVEHAY A N—tF 2V T 4RI A PV AT A
Attack Tree Analysis
ATA TH Y Y =5
BP Base Practice
ERTZ 0T 4 A
CAN Controller Area Network
arybe—=x 7Ry FU—7
CASE Computer-Aided Software Engineering
I a2 T N T T
CCB Change Control Board
AR HIEE S
Call For Proposals
CFP M
CPU Central Processing Unit
H AL
Electronic Control Unit
ECu TEME= > b
EEPROM Electrically Erasable Programmable Read Only Memory
BRMBEATET RS T~ T AU — KA U —AE Y
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EMEA Failure Mode and Effect Analysis
WP — N BT
Fault Tree Analysis

FTA HICHE O AT

GP Generic Practice
@777 4 A

GR Ge\nenc\ Resource
@l V-

HARA Hazard Analysis and Risk Assessment
AN — R E LN X7 G

IEC International Electrotechnical Commission
EBR R

IEEE Institute of Electrical and Electronics Engineers
TA M) TA—

e Input / Output
ATy STy b

1SO International Organization for Standardization
[ BRAR S B

MISRA I\ilotoilndustry Software Reliability Association
IAT

oll Output Information ltem
TNy MERHEHE

PA Process Attribute
7utk 2@t

PAM Process Assessment Model
Tuv AT B AAL FETIL

PRM Process Reference Model
Tt ASRET IV

RAM Random Access Memory
FURLT TREAAEY

RC Recommendation
HELE IR
Rule

RL JL— )b
Read Only Memory

ROM Y — kA — AT Y

SPICE Software-based systems Process Improvement and Capability dEtermination
VTR 2T R—=AV AT LD T 0k AtkER L OREHE

TARA Threat Analysis and Risk Assessment
BT LTV A 7 G

UNECE United Nations Economic Commission for Europe
EEOEGRN R H Z AR

VDA Verband Der Automobilindustrie (German Association of the Automotive Industry)
RA Y HEh B TS
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& D FL—VEV T BIOC—EH

FL—H YT o BIXO—EMIL. Automotive SPICE® 4.0 & [FlkElC, VA X—EF =2V T 4 DT-
» @ Automotive SPICE® 2B\ TH, 1 DD AKT T 77 0 ATHRbirvd,

M=% VT 213, ZRIEEETIMEEREDBE OV 7 2470, f@E: (R | 2285
Mr. BEROFIERNOBIHEICHHEILTOHND, TN EITARAIC, —BEMHIZNEB LI OEKIC
SOWNTH D,

I, WERRL—3EUT 13, LFORTHRMIZER STV D,

o BT VALY AN—EF2 YT 4 T VDM

e HANR—BFX2UT ¢ I—/b L YRR D

s P ANRN—EX2 VT AER T KT F ¥ VT MU =T RGN — U = TR
RET L U R 7 RIS BGRE AR O[]

o ZYPERERRARR & 2 Y PERERRRS R oD ]

o MRAETFE: & MRS R O]

MG R L= ) 7T BIO—EHoE 2, KRKIRT,

RETIVA
A
SEC.1.BP2
VSEC'1'BP2 SEC.4.BP4
HAL\—tEF1)T¢ SEC.4.BP4 -
T < > RuMmEmTE |<ESAER,)  pumpags
A
SEC.1.BP2
VSEC'1'BP2 SEC.3.BP4
— T SEC.3.BP4
=i | uzonmmEes
ER < P>
Asec.2.8p2 =||
SEC.2.BP2 < SEC.3.BP4 -
A 4 SEC.3.BP4 REEFH \ > IRAERER
SEC.2.BP2 SYS/SW/HW SEC.3.BP4
SEC.2.BP2 FT—XTOFrBEH |€ >
A
'sec.2.6p6
SEC.2.BP6
A 4 SEC.3.BP4
SW/HW _ SEC3.BP4 R
EiiE4) < ” Il XA ENL—YEY T

Lot
I PAM 4.0 OB
SWE.3.BP4 VPl EY
1=wk SEC.3.BP4

SEC.3.BP4

K65 — Xl b L— B Tk ON— B
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f+é% E

SSSWATIIeilZd SPICE®

P A N—t X2 U T 2 DD Automotive SPICE® (Z351F 5 — A4S

AT, A N—FFX =2V T 0 D7=HD Automotive SPICE® & ISO/SAE 21434 O RIfRIZHOW
TRtk 3 5, 6 1%, A 3—tFx=2VUT 1 D=HD Automotive SPICE® ODEATZ 75 4 2B
S ORFIVUTFHTBET B IIC F /- IT/EEREY). 72 5T ISO/SAE 21434 1B A FENFNOERE

H [RQ] 77

v

,| MAN.7.BP3 WE4E %

[RQ-15-08, -09]
v

MAN.7.BP3 BUS R
EH A (LE)
[RQ-15-10, -11, -12, -13, -14]

MAN.7.BP2, BP3 53 #f
[RQ-09-03]

SEC.2.BP1, BP2
FHll{ESh=BR

SEC.2.BP5 gHflitsht=
7-%7/F¢’¥At [RQ-10-02]

MAN.7.BP1
. MAN.7.BP4 MAN.7.BP5 R %5558
[ | urosBA T 1
] SEC.1.BP1 SEC.4 CSRLtERERE
| MAN.7.BP2 B | Cs—Jb [RQ-09-05] [RQ-11-01]
[RQ-15-02] t
v
MAN.7.BP2 & 1)1 SEC.2.BP1, BP2
(4¥1°9}) [RQ-15-04, -05] }_1 CSE [RQ-09-09]
: e )
MAN.7.BP2 MAN.7.BP3 YRl —XTIFHLURE SECH
| R T [RQ-15-03] || [RQ-15-15, -16] |' [RQ-10-01, -07, -08] il £ SOREE

[RQ-09, -10, -11, -12]

|

Y41 —tFa)Ts
r—2

v
YA —tFa)Ts
TERAVE

M

HEFTESHT

!
CELIS T P

}

L

R RISRHEh =58

MAN.7.BP6 YR DEER

K6 — HogfoN—tF=2 T DD Automotive SPICE® (215517 5 —iRHES:
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